DoD Healthcare Information Assurance Analyst – Charleston
SC/Washington DC
Job description:
Security Risk Solutions, Inc., a professional information security services company in Mt.
Pleasant, SC, seeks an Information Assurance (IA) Analyst capable of supporting various IA
domains within a Federal healthcare environment. The candidate for this position will possess indepth knowledge of applicable Federal law (e.g., FISMA, HIPAA), Department of Defense (DoD)
processes (e.g., Risk Management Framework), Federal Agency guidelines (e.g., NIST 800-53),
and related security control compliance measures. The candidate must be able to show direct
experience evaluating compliance against these measures via the Assessment and Authorization
(A&A) process. The candidate will further demonstrate hands-on experience identifying and
executing requisite compliance of operational, management, and technical control measures;
including use of tools such as Assured Compliance Assessment Solution (ACAS) and Enterprise
Mission Assurance Support Service (eMASS).
Candidates must have excellent written and verbal communication skills, be able to represent the
company in the best light possible, be willing to travel, and be able to interact confidently with
individuals at every level of each organization.
Position Overview:
Directly interface with the customer to help conduct IA compliance and technical risk assessment
and mitigation activities in a Federal Healthcare environment. An ability to gather and organize
technical information about mission goals and needs, existing security infrastructure, and ongoing
programs in the organizations’ environment will be necessary in order to identify, advocate and
execute enterprise-level strategy and tactical-level (e.g., system-specific) risk analyses and
mitigation activities.
A working knowledge of several of the following areas is required:
-

-

-

Must have working knowledge of Federal regulations and guidelines such as OMB
Circular A-130 Appendix III, HIPAA, NIST SP-800 series Security Guidelines, FIPS
Security Publications..
Demonstrated strong experience in developing A&A packages as part of the RMF
process.
Demonstrated strong experience in information security assessment activity such as
onsite Security Test & Evaluations (ST&E) using DoD, Federal Agency, and Servicespecific instructions, regulations, etc.
Knowledge of DoD IA scanning tools preferred (e.g., eMASS, ACASS, Retina,
Nessus).
Must be able to interpret and effectively communicate regulatory guidance, identified
vulnerabilities, and responsive recommendations to a wide audience

Candidate must have excellent analytical, written, oral communication skills, be a team player,
diplomatic, and decisive. Flexibility, a willingness to learn, and a creative approach to problem
solving are paramount to this candidate’s success.
Qualifications:
-

-

Bachelors degree required; B.S. in IT, Information Systems Security, or related field
desired and at least 4 years experience in performing A&A and associated risk
assessment activities; OR
Minimum of 8 years technical experience with commercial grade/production networks
and A&A and associated risk assessment activities

-

Hold or be able to attain 1 or more of the following security certifications: CISA,
CISSP, CISM
US Citizen with ability to obtain security clearance is required

Salary: Commensurate with experience.
For more information regarding Security Risk Solutions, Inc, please visit our website at
www.securityrisksolutions.com.
Application Procedures:
Cover letter, salary requirements, and resume should be submitted to: jobs@securityrs.com
Additional Information:
This is a key position in an established and growing organization with an excellent reputation.
Opportunities for growth are substantial, including the potential to build and manage a team
supporting multiple clients and contracts. See www.securityrisksolutions.com for more
information about the company.
E-Verify:
If you are selected for this position, the documentation that you present for purposes of
completing the Department of Homeland Security (DHS) Form I-9 will be verified through the
DHS "E-Verify" system. Federal law requires DHHS to use the E-Verify system to verify the
employment eligibility of all new hires, and obligates the new hire to take affirmative steps to
resolve any discrepancies identified by the system as a condition of continued employment.
Security Risk Solutions, Inc. is an E-Verify Participant.

