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Common OCTAVE Tailoring
Difficulties Opportunities
m [00 many m Streamline to reduce
Workshops number of workshops
m I\/_Ie_thodology too m Support methodology
difficult to follow with intuitive tools
m Too generic/not = Include HIPAA/DoD

B SOme processes are = Simplify certain

tricky to get right workshop activities
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Streamline methodology to reduce number of
workshops

m Use an interdisciplinary, inter-hierarchical Analysis Team
to provide knowledge in place of conducting all Phase 1
workshops.

m Streamline Senior Managers’ Workshop to:

Reduce to an hour

Maintain SM Support and solidify commitment

Obtain necessary approval/sign-off for key activities (e.g. Risk
Evaluation Criteria)

m RESULT: 1 x 1 hour Senior Mangers’ Knowledge
Elicitation Workshop replaces 4 x multi-hour workshops
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Reduce number of Phase 1 workshops

Process 1: Identify Process 1: Identify
Senior Management i > Senior Management
Knowledge Knowledge (abbreviated)

Process 2: Identify
Operational Area
Management Knowledge

Process 3a: Identify I > | WebMBashed |
Staff Knowledge urvey Mechanism

Process 3b: Identify
IT Staff Knowledge

Process 4: Create
Process 4: Create I :
T > Threat Profiles

(Streamlined)
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Web Based Survey Mechanisms

m Knowledge Elicitation Workshop time is not necessary

m OCTAVE Catalog of Practices Survey reaches a broader audience
thereby:
Results are less refutable
Overall security awareness in organization is increased
Can be conducted concurrently with other Phase 1 and Phase 2
activities (reduces overall time needed to complete OCTAVE)
Easily repeatable and creates a benchmark for measurement of future
efforts
m \Web survey needs to capture contextual user comments (replaces
workshop discussion) for use in Process 8 (Current Protection
Strategies and Organizational Vulnerabilities)

m Analysis Team takes HIPAA Metrics Survey (also serves as a
compliance gap analysis and allows for HIPAA specific reports to
be created)
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Simplify Process 4 (Analysis Team Activity)

m Create Threat Profiles at same time as
identifying threats to assets (reduces paperwork,
threats are identified in a more logical sequence,
will later serve to simplify Process 7).

m Only Identify Threats for Critical Assets

m Limit Security Requirements activity to “Select
Most Important Security Requirement”
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Simplify Process 7

m Activity 7.1: “Identify the Impact of Threats to Critical
Assets” Is no longer necessary - itis completed as a
byproduct of using the modified threat trees created in
Process 4.

m Activity 7.2: “Create Risk Evaluation Criteria” -
pre-populated and provided to Senior Management in
Process 1 for discussion and approval.

m Activity 7.3: “Evaluate the Impact of Threats to Critical
Assets” - becomes the only Process 7 activity to be
completed. Modified threat trees simplify the process
and make it more logical to follow.
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Simplify Process 8

m Use results from web survey to create “stop-light” status
of readiness in each of the 18 Catalogue of Practice
Categories:

Creates a benchmark against which to measure improvement
Easy visual reference for Executive Summary Reports

Provides an ideal way to drive prioritization for development of
protection Strategies (previously left to the discretion of the
Analysis Team which can lead to confusion)

m Use modified Threat Trees to Score or Prioritize
development of mitigation plans
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Catalogue Of Practices Stop-Light Status
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Other Tailoring Considerations

m  Supplement Phase 2 with:
System Security Checklists (especially for systems that cannot
be scanned)
Physical Security Reviews

m  Options for Overall Sequence of Activities:
Parallel tracks:
1. Web Survey => Stop-Light Status => Protection Strategies
2. SM Workshop => Threat Profiles => Mitigation Plans
3. Phase 2 Assessment => Action Items
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Thanks!

For more detailed information refer to handout:
OCTAVE Mapping
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